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CONTRACT FOR WEBSITE SUPPORT SERVICES

This Contract for Advanced Website Support Services. 015[T-2024 (Contract) 1s
entered into by and between the FLORIDA HOUSING FINANCE CORPORATION
(Florida Housing), a public corporation and a public body corporate and politic, with
headquarters located at 227 North Bronough Street. Suite 5000, Tallahassee, FL. 32301,
and SGS TECHNOLOGIE, LLC (Contractor), located at 6817 Southpoint Parkway, Suite
2104, Jacksonville. FL 32216. Upon execution by both partics, this Contract shall become
effective as of April 28, 2024, or the date the last party signs, whichever is later (Effective
Date).

RECITALS

A. The Contractor represents that it is fully qualified and possesses the requisite skills,
knowledge, qualifications and experience to provide Advanced Websitc Support
Services identified herein and offers to pertorm those services described in Exhibit A,

cope of Work attached hercto and incorporated herein.

B. Florida Housing has a need for such services and does hereby accept the offer of the
Contractor upon the terms and conditions outlined in this Contracr.

C. Florida Housing has the authority pursuant to Florida law to direct disbursement of
funds for compensation to the Contractor under the terms and provisions of this
Contract.

AGREEMENT

NOW, THEREFORE, for valuable consideration, the receipt and sufficiency of
which is hereby acknowledged. the partics agree as follows:

A, ATTACITMENTS

This Contract has the following attachments, which are incorporated herein:
Lxhibit A, Statement of Work

B. ENGAGEMENT OF THE CONTRACTOR

The Contractor agrees to provide Website Maintenance Services in accordance with
the terms and conditions hereinafier set forth. The Contractor agrees to perform the services
sct forth in Exhibit A. and as otherwise stated in this Contract. The Contractor understands
and agrees that all services under this Contract are to be performed solely by the Contractor.
and may not be subcontracted or assigned without the prior written approval and consent
of Florida Housing.
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C. TERM QF CONTRACT

The tnitial term of this Contract shall be from the Effective Date through April 27,
202>.

D. MODIFICATION OF CONTRACT

Either party may request a modification of the provisions of this Contract.
Modifications that arc mutually agreed upon shall be valid only when reduced to writing
and signed by the partics.

I FEES/INVOICES

The Contractor shall be compensated S12,000, payable in two installments of $6,000.
The first invoice shall be issucd within 30 days of the Effective Date. The second invoice
shall be issued no earlier than haltway through the contract term, on approximately October
28.2024.

The Contractor shall submit invoices to the program contact person in Section J,
Administration of Contract. Each invoice for fees shall be in a format that is clearly
itemized so that the invoice states the specific services performed and when and where the
services were performed. Payment of an undisputed invoice shall be made within a
reasonable period of time not o exceed 30 davs after receipt of the invoice. If the
Contractor is found to be in non-compliance with Florida laws, federal laws, Florida
Housing rules or Florida Housing policies governing its duties hereunder, or fails to
perform its duties hereunder, any compensation received in connection with this Contract
shall be subject to forfeiture to Florida Housing.

F. LIABILITY: INDEPENDENT CONTRACTOR: COMPLIANCE WITH LAWS

1. Florida Housing shall not be deemed to have assumed any liability for the
acts, omissions, or negligence of the Contractor. its agents, its servants. or emplovees.
and the Contractor specifically accepts responsibility for its acts, omissions or
negligence and for the acts, omissions or negligence of its agents. servants or
employees, and shall defend and hold Florida Flousing harmless from and against the
claims of any party arising out of or claimed to arise out of any such acts, omissions,
or negligence.

2, This Contract is executed on behalf of Florida Housing by the signatory
only in his or her designated capacity as representative and on behalf ot Florida
Housing. Such individual shall neither have nor incur any individual or personal
responsibility or liability under this Contract as a result of such execution.

Florida tlousing; it being the intent to reserve all such rights and immuniues to the
fullest extent of the law.

3. Nothing herein shall be construed as a waiver ot sovereign immunity by
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4, The Contraclor, together with its agents, suppliers. subcontractors, officers,

and employees. shall have and always retain under this Contract the legal status of an
independent contractor, and in no manner shall they be deemed employees of Florida
Housing or deemed to be entitled to any benelits associated with such employment.
During the term ol 'this Contract, the Contractor shall maintain at its sole expense those
benefits to which its employees would otherwise be entitled Lo by law. The Contractor
remains responsible tor all applicable federal. state. and local taxes. and all FICA and
Medicare contributions.
3. The Contractor shall comply with all laws, rules, codes, ordinances, and
licensing requirements that are applicable to the conduct of'its business, including those
of federal, state and local agencics having jurisdiction and authority. [n addition, and
by way of non-exhaustive example, the Contractor shall comply with Florida Housing
policies while on Florida Housing premises and in the conduct of its busincss with
Florida Housing personnel.

6. The Contractor specitically accepts responsibility for payment of all taxes.
assessiments, or contributions that may be required to be paid to any unit of government
as a result of the payments being paid o or by the Contractor, if any, in conjunction
with the services rendered pursuant to this Contract. At no time shall the Contractor
make any commitments for or incur any charges or expenses for. or in the name of.
Florida Housing.

% The Contractor shall not be relieved of liability to Florida Housing for
damages sustained by I'lortdda Housing by virtue of any termination or breach of this

Contract by the Contractor.

G. DEFAULT AND REMEDIES

l. Il any of the events listed in subparagraph 2. of this section occur, all

obligations on the part of Florida Housing 1o continuc doing business with the
Contractor or assign any future transaction to the Contractor shall, if Florida Housing
so elects. terminate and Florida Housing may. at its option, exercise any of its remedics
set forth hercin, or as otherwise provided by law. However, Florida Housing may
continue doing business with the Contractor as a participant after the happening of any
event listed in subparagraph 2. of this section without waiving the right to excrcise such
remedies. without constituting a course of dealing, and without becoming liable 10
include the Contractor in the transaction or any {uture transaction.

2. The Events of Default shall include, but not be limited to. the following:

a. I any report, information or representation provided by the Contractor in
this Contract is tnaccurate, false or misleading in any respect;
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b. 1fany warranty or representation made by the Contractor in this Contract or
any other outstanding agreement with Florida [lousing i1s deemed by Florida
Housing to be inaccurate, false or misleading in any respect;

c. Il the Contractor fails to keep, observe. or perform any of the terms or
covenants contained in this Contract. or 1s unable or unwilling o meet its
obligations as defined in this Contract;

d. If. in the sole discretion of Florida Housing, the Contractor has failed to
perform or complete any of the services identified in the attachments:

e. [f the Contractor has not complied with all Florida laws, federal laws.
Florida Housing rules or Florida Housing policies applicable to the work:

. If the Contractor has discriminated on the grounds of race, color, religion,
sex, national origin, or disability in performing any service identified in the
attachments;

g. Ifthe Contractor does not comply with the terms and conditions set forth in
Section 420.5312(5). Fla. Stat.:

h. [fthe Contractor commits fraud in the performance of its obligations under
this Contract: or

1. [f the Contractor refuses to permit public access to any document, paper.
letter, computer files, or other material subject to disclosure under Florida’s Public
Records Law.

Upon the occurrence of any Event of Default listed in subparagraph 2. above, Florida
Housing will provide written notice of the Default detailing the grounds that constitute the
Event of Default (Notice of Default), delivered by courier service or electronic mail to the
address set forth in Section J. Administration of Contract, herein.

above, Florida Housing may provide the Contractor a reasonable period of time to cure
the Event of Default (Cure Period). If Florida Housing provides a Cure Period, Florida
Housing will notifv the Contractor of the length of the Curc Period in the Notice of
Default.

3. Upon the occurrence of any Event of Default listed in subparagraph 2.

4, [f Florida Housing provides a Cure Period and if the Contractor is unable or
unwilling to cure the Event of Default within the Cure Pertod, Florida Housing may
exercise any remedy permitted by law. The pursuit of any one of the following remedies
shall not preclude Florida Housing from pursuing any other remedies contained herein
or otherwise provided at law or in equity. The remedies include. but are not limited to
the following:
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a. Florida Housing may terminatc the Contract on the tenth (107 day afier the
Contractor receives the Notice of Default or upon the conclusion of any applicable
Cure Period. whichever is later:

b. Flornda Housing may commenee an appropriate legal or equuable action
to enforce performance of the terms and conditions of this Contract;

¢. Florida Housing may exercise any corrective or remedial actions including.
but not limited to, requesting additional information from the Contractor to
determine the recasons for or the extent of non-compliance or lack of performance.
issuing a written warning to advise that more serious measures may be taken if the
situation is not corrected, advising the Contractor to suspend. discontinue or refrain
from incurring fees or costs for any activities in question or requiring the Contractor
to reimburse Florida Housing for the amount of costs incurred; or

d. Florida Housing may exercise any other rights or remedies that may be
otherwise available under law.

H. TERMINATION

1. Florida Housing may terminate the contract, without cause, at any time upon
ten (10) days written notice delivered by courier service or electronic mail to the
Contractor at the address set torth in Section J. Administration ot Contract. herein.

2 The Contractor may terminate this Contract. without cause, at any time upon
ninety (90) days written notice delivered by courier service or electronic mail to Florida
Housing at the physical or electronic address, as applicable, set forth in Section J.
Administration of Contract, herein. The Contractor shall be responsible for all costs
arising from the resignation of the Contractor and the costs associated with the
appointment of and transition to a successor Contractor.

[ ADMINISTRATION OF CONTRACT

l. Florida Housing’s contract administrator for this Contract is:

Contract Administrator
Florida Housing Finance Corporation
27 North Bronough St.. Suite 3000
Tallahassee. Florida 32301-1329
Phone: 850.488.4197
F-mail: Contract. Admin‘z floridahousing.org
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2. The Florida Housing program contact for this Contract is:

David Heamn
Chief Intormation Officer
Florida Housing Finance Corporation
227 North Bronough St., Suite 5000
Tallahassee, Florida 32301-1329
Phone: 850.488.4197
E-mail: David.Heam@ floridahousing.org
or the designated successor.

3. The Contractor’s contract administratot for this Contract (s:

Simmy Prabhu
Contracts Manager
SGS Technologie LILC
6817 Southpoint Pkwy, Ste. 2104
Jacksonville. FLL 32216
Office: (904) 332-4534
E-mail: simmyZsgsiechnologies.net
or the designated successor.

4. All written approvals referenced in this Contract shall be obtained from the
parties” contract administrator or their respective designees.

5. All natices shall be given to the parties™ contract adminmistrator.

J. PUBLIC RECORDS: CONFIDENTIALITY: COPYRIGHT. PATENT.
TRADEMARK: FILES

1. Public Records

Files Subject to Florida's Public Records Law: Any file, report, record. document.
paper. letter, or other material received, generated. maintained or sent by the Contractor
in connection with this Contract is subject to the provisions of Section 119.01-.15, Fla.
Stat.. as may be amended from time to time (Florida's Public Records Law). The
Contractor represents and acknowledges that it has recad and understands Florida's
Public Records Law and agrees to comply with Florida's Public Records Law.

Pursuant to Section 119.0701(2)(b). Fla. Stat., the Contractor will be required to
comply with public records laws, specifically to:

a. Keep and maintain public records required by the public agency to perform
the service.
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b. Upon request from the public agency's custodian of public records, provide
the public agency with a copy ol the requested records or allow the records to be
inspected or copied within a reasonable Lime at a cost that does not exceed the cost
provided in this chapter or as otherwise provided by law.

¢. Ensure thal public records that are exempt or confidential and exempt trom
public records disclosure requirements are not disclosed except as authorized by
law tor the duration of the contract term and following completion of the contract
1f the contractor does not transfer the records to the public agency.

d. Upon completion of the contract, transfer, at no cost, to the public agency
all public records in possession of the contractor upon termination of the contract
or keep and maintain public records required by the public agency to pertorm the
service. If the contractor transfers all public records to the public agency upon
completion of the contract. the contractor shall destroy any duplicate public records
that are exempt or confidential and exempt from public records disclosure
requirements. [f the contractor keeps and maintains public records upon completion
of the contract. the coutractor shall meet all applicable requirements for retaining
public records. \ll records stored electronically must be provided to the public
agency. upon request from the public agency’s custodian ot public records, in a
format that is compatible with the information technology systems of the public
agency.

Nowwithstanding anvthing contained herein to the contrary, the provisions and
requircments ot this paragraph shall only apply i and when the Contractor 1s acting on
behalf of Florida Housing.

If the Contractor has questions regarding the application of
Chapter 119, Florida Statutes, to the Contractor’s duty to provide
public records relating to this contract, contact the Corporation Clerk
at:

Corporation Clerk
227 N. Bronough Street, Suite 5000
Tallahassee, Florida 32301-1329
Phone: 850.488.4197
E-mail: Corporation.Clerk{@ floridahousing.org

2. Confidentiality

a. [f the Contractor asserts that any information or materials intended to be
delivered or provided under this Conrtract constitute a trade secret. or arc otherwise
conlidential or exempt from the public records disclosure requirements ol Florida’s
Public Records [Law. such assertion must be made in writing to Florida Flousing’s
Contracts \dministrator upon submitting them to Florida Housing.

~J
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b. It 1s the Contractor’s obligation and responsibility to maintain the secrecy
of trade secrets and the confidentiality of other confidential information by
adequately marking such matenals as confidential or exempt belore forwarding
such information or materials to Florida Housing.

¢. In the case of work product furnished to Florida Housing pursuant to this
Contract that is confidential. the Contractor will treat such materials as confidential
and will not reveal or discuss such imaterials or any other information leamed as a
result of this Contract with any other person or entity, except as authorized or
dirccted by Florida Housing.

d. Working papers, copies, internal documents. procedures. methods and
related materials considered confidential and/or proprietary shall be treated as
confidenual andor proprictary and shall not be revealed or discussed with any other
person or entity, except as authorized or directed by Florida Housing. All such
records and materials will remain the property of Flovida FHousing.

¢. [fthe Contractor is required to disclose or publish the existence or terms of
ransactions under this Contract pursuant to Florida’s Public Records Law, then the
Contractor shall notitv Florida Housing in writing of such disclosure within two (2)
days after receipt of the Public Records request.

3. Copyright, Patent and Trademark

a. [t the Contractor brings to the performance of this Contract a pre-existing
copvright, patent or trademark, the Contractor shall retain all rights and cntitlements
o that pre-existing copyright, patent or trademark unless the Contract provides

otherwise.

b. Ifany discovery or invention arises or is developed in the course of or as a
dircet result of work or services performed under this Contract, the Contractor shall
refer the discovery or inventon to Florida Housing for a determination whether
patent protection will be sought in the name of Florida Housing. Any and all patent
rights accruing under or in connection with the pertormance of this Contract are
hereby reserved o Florida Housing. [n the event that any books, manuals, films, or
other copyrightable material are produced. the Contractor shall notify Florida
Housing in writing. Any and all copyrights or trademarks created by or in direct
connection with the performance under this Contract are hereby reserved to Florida
Housing.

¢.  All subcontracts or other arrangements entered into. by the Contractor. with
prior written approval and consent of Florida Housing, for the purpose of
developing or procuring copyrightable materials (e.g. audiovisuals. compuler
programs. soltware, publications, curricula, rescarch materials or training
materials. etc.) shall specifically reference and reserve Florida Housing's exclusive

8
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rights Lo use and exploit copyrights and licenses to the extent permitted by copyright
law and Florida Statutes.

a. Contents of the Files: The Contractor shall maintain files containing
documentation to verify all compensation to the Contractor in connection with this
Contract. as well as reports, records. documents, papers. letters. computer files, or
other material received, generated, maintained or filed by the Contractor in
connection with this Contract. The Contractor shall also keep files, records.
computer files, and reports that reflect any compensation it receives or will receive
in connection with this Contract.

b. Retaining the Files: The Contractor shall maintain these tiles for five years
after the fiscal vear in which the files become inactive. except that, if any litigation,
claim or audit 1s commenced with respect to the transactions documented by such
files before the end of the atorementioned five-vear period and extends beyond the
expiration of the five-year period, these tiles will be retained until all litigation.
claims, or audit findings involving the files have been resolved.

c. Access to the Files: Upon reasonable notice, the Contractor and its
employees shall allow Florida Housing or its agent(s) access to its files during
normal business hours, 9:00 a.m. 1o 3:00 p.m.. Monday through Friday, provided
such day is not a holiday.

d. Return of the Files: In the event this Contract is terminated, all finished or
unfinished documents, data, studics, computer files, correspondence, and other
products prepared by or for the Contractor under this Contract shall be submitted
to Florida Housing within 15 days of such termination at the expense of the
Contractor.

K. PERSONALLY IDENTIFIABLE INFORMATION (PID: SECURITY

i [f the Contractor or any of its subcontractors may or will create. receive.
store or transmil PII under the terms of this Contract, the Contractor shall provide for
the security of such PII, in a form acceptable to Florida Flousing, without limitation,
non-disclosure, use of appropriate technology, sccurity practices. compuler access
sceurity, data access security, data storage encryption, data transmission encryption,
security inspections and audits. The Contractor shall take full responsibility for the
sccurity of all data in its possession or in the possession of its subcontractors. and shall
hold Florida Housing harmless for any damages or liabilities resulting from the
unauthorized disclosure of loss thereot.

2. [f the Contractor or any of its subcontractors may or will create. receive.
store or transmit PII under the terms of this Contract, the Contractor shall provide

Florida Housing with insurance information [or stand-alonc cyber liability coverage.

9] =
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including the limils available and retention levels. [f the Contractor does not carry
stand-alone cyber liability coverage, the Contractor agrees to indemnify costs related
to notification, legal fees. judgments. settlements. torensic experts, public rclations
efforts, and loss of any business income related to this Contract.

3. The Contractor agrecs o maintain written policies and procedures for PII
and/or data classification. This plan must include disciplinary processes for employees
that violate these guidelines.

4. The Contractor agrees to maintain reasonable network security at all times
that, at a minimum, includes a network firewall.

3. The Contractor agrees to protect and maintain the security of data with
protection security measures that include maintaining secure environments that are
patched and up-to-date with all appropriate sccurity updaltes as designated by a relevant
authority (e.g. Microsoft notifications, Common Vulnerabilities and Exposures (CVL)
database. etc.) The Contractor agrees that P1l shall be appropriately destroyed based on
the format stored upon the expiration of any applicable retention schedules.

6. The Contractor agrees that any and all transmission or exchange of system
application data with Florida Housing and/or any other parties shall take place via
secure \dvanced Encryption Standards (AES). e.g. HTTPS, FTPS. SFTP or equivalent
means. All data stored as a part of backup and recovery processes shall be encrypted.
using AES.

7 If the Contractor reasonably suspects that a cybersecurity event or breach
of sccurity has occurred. they must notify Florida Housing's Contract .\dministrator
within 48 hours.

8. In the event ot a breach of PII or other sensitive data. the Contractor must
abide by provisions set forth in section S01.171. Fla. Stat. Additionally, the Contractor
must immediately notify Florida Housing in writing of the breach and anv actions taken
in response to such a breach, As the information becomes available the statement must
include, at a minimum, the date(s) and number of records affected by unauthorized
access, distribution. use. modification or disclosure of PII; the Contractor’s corrective
action plan; and the timelines associated with the corrective action plan.

L. OTHER PROVISIONS

1. This Contract shall be construed under the laws ot the State of Florida. and
venue for any actions arising out ol this Conuract shall lie in Leon County.

2 No waiver by Florida Housing of any right or remedy granted hercunder or
tailure to insist on strict performance by the Contractor shall affect or extend or act as
a waiver of any other right or remedy of Florida [Housing hereunder. or affect the
subsequent exercise of the same right or remedy by Florida Housing for any further or

101+~
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subsequent detault by the Contractor. A waiver or release with reference to any one
event shall not be construed as continuing or as constituting a course of dealing.

3. Any power of approval or disapproval granted o Florida Housing under the
terms of this Contract shall survive the terms and life of this Contract as a whole.

4. The Contract may be executed in any number of counterparts, any onc of
which may be taken as an original.

3. The Conrtractor understands and agrees to cooperate with any audits
conducted in accordance with the provisions set forth in Section 20.053(3), Fla. Stat.

6. The Contractor understands and agrees to comply with the provisions of
section 448.093. Fla. Stat.

7. The Contractor attests, under penalty of perjury. that it does not mect any
of the criteria in Section 287.138(2)(a) -- (¢}, Fla. Stat.

M. LOBBYING PROHIBITION

No funds compensation or other resources received in connection with this Contract
may be used dircctly or indirectly to influence legislation or any other official action by
the Florida or Federal Legislature or any state or Federal agency. The Contractor further
acknowledges that it has not retained the services of anv lobbyist or consultant 1o assist in
the procurement and negotiation of this Contract.

N, LEGAL AUTHORIZATION

The Contractor certifies with respect to this Contract that it possesses the legal authority
to enter into this Contract and that, if applicable, its governing body has authorized. by
resolution or otherwise, the execution and acceptance ol this Contract with all covenants
and assurances contained herein. The Contractor also certifies that the undersigned
possesses the authority to legally execute and bind the Contractor to the terms of this
Contract.

0. PUBLIC ENTITY CRIME

Pursuant to Scction 287.133(2)(a), Fla. Stat.: A person or affiliate who has been
placed on the convicted vendor list following a conviction for a public entity crime may
not submit a bid. proposal, or reply on a contract to provide any goods or services to a
public entity: may not submit a bid. proposal, or reply on a contract with a public entity for
the construction or repair of a public building or public work: may nol submit bids,
proposals, or replics on leases of real property to a public entity; may not be awarded or
perform work as a contractor, supplier, subcontractor, or consultant under a contract with
any public entity; and may not transact business with any public entity in ¢xcess of the
threshold amount provided in s. 287.017 for CATEGORY TWO for a period of 36 months
following the date of being placed on the convicted vendor list.”

11
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Any contract in violation of this provision shall be null and void.

P. CONFLICTS OF INTEREST

I; Section 420.503(33), Fla. Stat., states:

Prohibited business solicitation communication’ means a private written or
verbal communication between a member, officer, or covered employee of the
corporation and a service provider regarding the merits of the service provider
and whether the corporation should retain the services of the service provider.
The term does not include:

{a) A verbal communication made on the record during a public meeting;

(b) A written communication provided to each member and officer ol the
corporation and made part of the record at a public meeting:

(¢) \ written proposal or statement of qualifications submitted to the
corporation in response to a corporation advertisement seeking proposals or
statements of qualifications as part of a competitive selection process.

{d) A verbal or writien communication related to the contractual responsibilities
of a service provider who was selected to provide services or who was included
in a pool of service providers eligible to provide services as a result of a
competitive selection process, so long as the communication does not relate to
solicitation of business.

(e) A verbal or written communication related to a proposed method of
financing or proposed projects. so long as the communicaton does not relate to
solicitation of business.

2. By exccuting this contract, the Contractor certilies that it shall comply with,
and 1s currently in compliance with. Section 420.312(3), Fla. Stat., as amended.

3, [n addition to the conflict of interest rules imposed by the Florida Statutes,
should the Contractor become aware of any actual. apparent. or potential conflict of
interest or should any such actual, apparent, or potential conflict of interest come into
being subsequent to the effective date of this Contract and prior to the conclusion of
the Contract, the Contractor will provide an e-mail notilication to Florida Housing’s
Contract Administrator within 10 working days. If Florida Housing, in its sole
discretion. finds the Contractor to be in non-compliance with this provision. without
prior writien consent from Florida tHousing’s Executive Director, any compensation
reccived in connection with this Contract shall be subject to forfeiture 1o Florida
Housing and all obligations on the part of Florida Housing to continue doing business

1z &
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with the Contractor or assign any tuture transaction to the Contractor shall, if Florida
[Tousing so elects, terminate.

Q. ELECTRONIC SIGNATURES

The parties agree that this Contract (and any attachments, exhibits, and
amendments) may be exccuted and delivered by electronic signatures and that the
signatures appcaring on this Contract are the same as handwritten signatures for the
purposes of validity, enforceability, and admissibility. Any transaction document may be
executed in as many counterparts as necessary or convenient, including both counterparts
that are executed on paper and counterparts that are exccuted using electronic signatures.
Each executed counterpart shall be deemed an original, and all such counterparts shall
constitute one and the same document. As used herein, the term “clectronic signatures”
shall have the meaning in Section 668.30, Fla. Stat.

R. ENTIRE AGREEMENT

This Contract, including any and all attachments, embodies the entire agreement of the
parties. There are no other provisions, terms, conditions or obligations between the parties.
This Contract supersedes all previous oral or written communications, representations or
agreements on this subject.

S. SEVERABILITY

[f any provision of this Contract is in conflict with anyv applicable statute or rule, or is
otherwise unenforceable, then such provision shall be deemed null and void to the extent
of such conflict or unenforceability, and shall be deemed severable, but shall not invalidate
any other provision of this Contract.

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK
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IN WITNESS WHEREOQF, the parties have executed this Contract Number 0151T-
2024, each through a duly authorized representative. effective on the Effective Date.

SGS TECHMGLEM k. LLC

Byf 72105124ESEBL 15
. Simmy Prabhu

Name/Title: o -
3/6/2024

Date: B o I
54-2092298

FEIN: o -

FLORIDA ANCE CORPORATION

Name/Title: [&goﬁ_&d Q._M(_/S' QCO

Date 2~ 7-2024
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EXHIBIT A
STATEMENT OF WORK

Contractor will provide website design, hosting, and support services including. but not
limited to, the activities listed in Table | below.

; TABLE 1

l Website Support Services

f Activity Frequency B

. Website Updates _ Within '4 day of request from Florida Flousing
Website Image Updates Within 2 day of request from Florida Housing

| New Page Creation - | Within | day of request [rom Florida Housing |

' Image Corrections | Within 2 hours of request from Florida Ilouamo ]

' Bug Identifications and Corrections Immediate correction upon discovery |

| Quality Checks After Fach Updale Immediate |

| Website Backup ' Weekly i

| Database Backup _  Monthly :

| Update Tracking’ \ndl\;lu.s Code " As needed and .10rc;.d upun i
Correct Broken Links _ Within 2 hours of request from Florida Housing |
Check Browser Compatibility As nceded and agreed upon f

Upgrade Code for Compatubility with Within 7 days of request [rom Florida tHousing
Upgraded Software

Restoration of Webstte Outages Within 60 minutes of the outage. |
404 Error Page Customization . Within 2 days of request from Florida Housing ‘
| 301 Redirects Within 1 hours of request from Florida Housing
' Domain Canonicalization: Sub-domain | As needed and agreed upon
| management
' Maintenance Reporting | Monthly

Bi-weckly
As nceded and agreed upon
Within 7 days of request from Florida Housing

Team Meetings
Online Form Validation
[ Online Form Programming

Within 7 days of request from Florida Housing

' Coordination and Code Promotion for
| 3rd Party Site Improvements

Content Management System Upgrades | Within 14 days of request trom Florida Housing
| and Security Fix Installations

A. Website Design Requirements

1. [ntuitive and consistent options for navigating the website. particularly when
moving from department-to-department and department-to-general intformation. home page.

2 Use ofagreed upon Florida Housing logo, branding, color palette. and iconography.
This will be determined and developed in conjunction with Florida Housing’s External A ffairs
staff.
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3. Use of responsive web design (RWD) principals, with a consistent look and feel
across mobile and non-mobile client and browser platforms.

B. Project Mlanagement Requirements

[ A vendor-supplied project manager will be designated as the point-of-contact for
this Contract.

2. For any major updates, a project management plan accompanied by a task-oriented
project schedule using MS Project or MS Project importable format will be submirtted to
Florida Housing's IT staff within six weeks of starting work.

C. Technical Requirements

l. [ntegration with and capability to sync to and from production enterprise file

ystems, SharePoint lists, or document libraries and the OnBase document management
system, as appropriate.

2. At a mintmum, 256-bit encryption over Secure Socket Layer (SSL) for displaying
specific web pages and for information wransmitted to and trom the website by Florida Housing
staff.

3. Google Analytics capabilities plus comprehensive visitor activity logging,

4, The ability to embed custom programmed web applications into the pages with a

seamless appearance.

3. Supporting technologies and coding that are based on the Microsoft technology

catalog,

D. Content Requirements - A large component of Flonda Fousing site functionality
involves making official documents available for public perusal. and this capability must be
maintained. Florida Housing requires a system that allows a transparent syncing or transfer of
required documents from production repositories to web accessible platform.

E. Functional Requirements — The website must include all of the capabilities listed below.
bie Public access to all of the features on the websitc must not depend on a specific
browser, i.e., the web interface must be browser agnostic and work with commonly used

browsers found on Windows. [.inux and Mac computer systems.

2. Capability tor easily scarching the website and all its content via keyvwords or
phrases, to include all indexed document content.

N
r
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infrastructure, and not reliant on the existing Florida Flousing network security or peer-to-peer
connectivity.

3. Multiple level role-based sccurity, completely contained within the website

4. Pages and features compatible with limited bandwidth access by the public. In other
words, Florida Housing is concerned with public access being hindered by a digital divide.

3y Web interface options that can accommodate persons with disabilitics in
accordance with the Americans with Disabilities Act (ADA), Section 508 of the Rehabilitation
Act of 1973 (29 U.S.C. 794d). and the Architectural and Transportation Barriers Compliance
Board Electronic and [nformation Technology (EIT) Accessibility Standards (38 CFR Part
1194).

6. Flexibility within the portion of the site assigned to a department or function for
designated staff to add, remove and update content using tools and templates that do not require
extensive knowledge of web development languages or technical structure.

Capability of the gencral website administration staft to:

a. Control size of individual web pages:
b. Control size and types of images used within the site;

c. Control publishing of links to other websites;

d. Report website maintenance activity and statistics on content type: Updales.
downloadahle documents, web pages, calendars; and,

¢. Report number of visits to website generally and to each department’s web page(s).

8. Email interfaces must not be dependent on a specific email client.
0. Troubleshooting Guideability of website to interact with varied customer profiles.

At a minimum, the site must allow visitors to sign up for email newsletters, using opt-in and
opt-out procedures. Use of industry social media services for this requirement is acceptable
given comprehensive use case and operations documentation.

10. Meeling event calendar svstem that allows for each department to add content to a
department-specific calendar that appears in the department's portion of the website and that

maintains a composite calendar of all Florida Housing departments.

11. Ability to upload data into pre-formatted web pages or document locations.

W
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12. Ability to create functional groupings of web pages or portions of web pages from
multiple departments in order to facilitate public access to information thal crosses
departmental lines.

13. Option for creation and maintenance of multiple blogs both restricted within a
department’s portion of the website and made available generally while bosted by a specific
department.

14. Allow authorized staft that maintain a specitic department's web page(s) to make
some pages available only to visitors with usernames and passwords supplied by the
department. This must include an authentication method and user directory.

15, Ability for authorized staff 1o create and/or edit new website pages, including
uploading of photographs.

ponsible for detailing and reporting all licenses. permits.

l6. The Contractor will be res
stem Installation.

fees and taxes assoctated with the s

,

17. All hardware, network, and software installation and conliguration must be
performed in cooperation and consultation with Florida Housing IT Services or Webmaster
staff.

I8. Mechanism for members of the public to convey comments, suggestions or

guestions concerning the website design or information.

19. Updates and upgrades must be accomplished in a manner that minimizes disruption
of Florida Housing business via the Internel. Required disruptions and impactful maintenance
periods will be performed outside of business hours and scheduled in consultation with Florida
Housing project management.

F. Training - Contractor will provide ongoing training support for Florida Housing staff on
any updates or changes Lo the content management system and industry best practices.

G. Support Services - Contractor will be available to Florida Housing via telephone. e-mail.
and web support cvery day (excluding weekends and State of Florida holidays) and will respond
to inquiries/requests within four hours of receipt. The Contractor represents and warrants thal
(except for periods of normal maintenance) the website shall be [ully operational and available a
minimum of 99% of the available hours during cach month. Contractor and Florida Housing shall
work together, no less than once quarterly, to review the service level uptime. In the cvent the
System is not available 99% of the time during any month, Contractor acknowledges and agrees
that it will take all reasonable steps to corvect the avauability of the System. [n the event the System
is not fully operational 99% of the available hours during a month, on three separate occasions
during a rolling twelve- month period. such failure shall be deemed a matenal breach or default of
Contractor’s obligations under this Agreement and Florida Housing shall be entitled 1o receive a
pro rata rcfund of any fees paid in advance.



